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Why Cybersecurity is Important
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Enhancing Cybersecurity Resiliency

» Establish, execute, test
and update cybersecurity
practices and policies

e Stay up-to-date on
evolving cyber risks and
defense strategies

CYBERSECURITY
FRAMEWORK
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* Require ongoing 7))
cybersecurity training for
all personnel

NIST Cybersecurity Framework

uwf.edu/cybersecurity
© Eman El-Sheikh, UWF 2018


https://www.nist.gov/cyberframework

Enhancing Cybersecurity Resiliency

\ FINANCIAL, 'nformation

Sharing and

Sl*:l'{\](:l‘l% Analysis Center

2018 Cybersecurity Trends

%

Consumer
Protection,

== — 0
OP=Valil "~ 35%
A survey of over 100 CISOs found that employee N Employee &
training should be the top priority to improve security 1 17% \ Training 3%

for business. '
: Pmm Penetration

MOST CRITICAL

DEFENSE @

2%
Meeting
Regulations

25%

Network Defense
& Infrastructure
Upgrades

REPORTING

FREQUENCY

Annual 16%
Semi-Annual 18% |IIINEGNGE
Quarterly 54%
Monthly 6% Il
Other 7% N

© Eman El-Sheikh, UWF 2018

Keeping top
leadership
abreast of
security
strengths and
vulnerabilities
is a priority.

MOST CISOs

REPORT

TO CIOs

Organizational structure doesn't impact
frequency of reporting to board of directors.

RECOMMENDATIONS

For2018

Since employees serve as the first line

of defense, FS-ISAC recommends training
employees should be prioritized for all
CISOs, regardless of reporting structure.

CISO (Chief Information Security Officer), CIO (Chief Information Officer),
CEO (Chief Executive Officer), CRO (Chief Risk Officer), COO (Chief Operating Officer)

39
1

General
Council

Over 100 CISOs were surveyed in Q4 2017.



The Future of Cybersecurity

* Advanced technologies will impact both cyber
defense and offense

* Develop innovative models of education, training
and workforce development

* Make cybersecurity everyone’s business

* Advance Florida as a leader in cybersecurity
resiliency

* 2019 NSA/DHS Cybersecurity Executive Leadership Forum
uwf.edu/elf

e April 24-25, 2019, Pensacola Beach, FL
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Securing Florida’s Future

Source: Cybersecurity Ventures

Cybercrime damages will
‘ cost the world S6 trillion
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-

, $3 trillion in 2015. Costs
_ Total job openings include destruction of data,
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' B 8753-12,704 trillion cumulatively from
B 12,705 - 45,062 2017-2021 on cybersecurity
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combat cybercrime.

No MSA

For the map data classification we used
quantiles method. For the location
guotient map we used manual breaks.

There are 1 million cyber-
security job openings in
2016, with a projected short-
fall of 1.5 million by 2019.
Unemployment stays at 0%.
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FL job openings: 13,504




Additional Information

Center for Cybersecurity

at the University of West Florida
uwf.edu/cybersecurity
cybersecurity@uwf.edu

Dr. Eman El-Sheikh

Director, UWF Center for Cybersecurity
eelsheikh@uwf.edu

O:850.474.3074
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